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We are looking for talented individuals to be
assigned to one of our clients, an established
oil and gas company with operation area in
East Java. This is an exciting opportunity to
be part of a dynamic and challenging
industry, playing a vital role in the energy
sector. If you're ready to take the next step in
your career, apply now!
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ITCYBER SECURITY & GOVERNANCE
LOCATION: OFFICE - JAKARTA SELATAN

The IT Cyber Security and Governance Specialist is responsible for leading and overseeing the organization’s cyber
security strategy, IT governance framework, and regulatory compliance. This role ensures that IT systems,
infrastructure, and data are protected against cyber threats while remaining compliant with internal policies, industry
standards, and applicable regulations.

Key Responsibilities:

1.Design, implement, and maintain enterprise cyber security architecture, including network, endpoint, application,
and data security controls.

2.Develop, enforce, and periodically review IT governance frameworks, security policies, standards, and SOPs aligned
with ISO 27001 and regulatory requirements.

3.Manage security technologies and platforms such as firewalls, WAF, DLP, IDS/IPS, endpoint protection, and SIEM.

4.Conduct risk assessments, threat modeling, and vulnerability management, including remediation planning and
tracking.

5.Lead security incident response, digital forensics coordination, root cause analysis, and post-incident improvement
actions.

6.0versee secure infrastructure and network design, including segmentation, VPN, remote access, and cloud security
controls.

7.Coordinate penetration testing, security assessments, and system hardening across IT environments.

8.Support IT security audits and compliance assessments, including evidence preparation and remediation
management.

9.Implement security monitoring, logging, and reporting, including threat intelligence analysis and security metrics.

10.Drive continuous improvement of cyber security maturity, including governance, controls effectiveness, and

security awareness programs.

Job Requirement:
1.Bachelor’'s degree in Computer Science, Information Technology, Cyber Security, or a related discipline.
2.Minimum 7-10 years of experience in IT, with strong focus on cyber security and IT governance.
3.At least 3 years in a senior or specialist role handling security policies, risk management, or compliance.
4.Experience in oil & gas, energy, or other critical infrastructure industries is highly preferred.
5. Proficient in written & spoken English.
6.Good teamwork, communication, analytical thinking & interpersonal skills.




